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Aktuelles aus der FAU EAU

* |nformationssicherheitsleit- und —richtlinie: leider noch immer nicht verabschiedet

» Kritische Ports im Internet
- RDP

- X-Windows \\\‘

- SSH

« Keine Login-Seiten mit

http (ohne Verschllsselung) ‘

@ ssH 336 @HTTP 190 @ HTTPS 190

@roP 23 @HTTPALT 14 @ SMTP 5

@ FoP3s 5 @ Others 30 Ny
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Aktuelles aus der FAU EAU

Black Market

FAU C rede nti als i m Da rkn et () Black Market D Source Stealer Log Preview  Related Assets Price Status Obtain Progress  Discovery Date
C] Market-27072840  Genesis Preview Not Found 0% Action Waiting REQUEST OBTAIN  2024-02-20
C] Market-27072630  Genesis Preview Not Found 0% Action Waiting REQUEST OBTAIN  2024-02-20
. Verwenden Sle bltte () Market-26927646 Russian Markst ~ Open Preview [3 | studonfaude || accountcip.cs.fau.de ||:| 10.00% Action Waiing ~ REQUEST OBTAIN  2024-02-16
kelne IDM-Kennungen C] Market-26927585  Russian Market  Open Preview [ | st 10.00% Action Waiting REQUEST OBTAIN - 2024-02-16
un d P assw O rt er au f C] Market-26927552  Russian Market ~ Open Preview [3 | es 10.00 % Action Waiting REQUEST OBTAIN  2024-02-16
P|attf0rmen au&erhalb C] Market-26927525  Russian Market ~ Open Preview [ | 10.00% Action Waiting REQUEST OBTAIN - 2024-02-16
der FAU () Market-26786564 Russian Markst ~ Open Preview [3 [ groupware faude | [ campo.faude | 9.00% Action Waiting REQUEST OBTAIN  2024-02-12
() Market-26786537 Russian Market ~ Open Preview [3 | faumailfaude || campofaude | 10.00$ Action Waiting ~ REQUEST OBTAIN  2024-02-12
() Market-26786519  Russian Market  Open Preview [3 [ faumail fau ce | 1000$ cion Waiting | REQUEST OBTAN  2024-02-12
() Market-26782780  Russian Market ~ Open Preview [3 | studonfaude || estcsfaude ||:| 500$ Acion Waiing  REQUEST OBTAIN  2024-02-12
() Market-26782758  Russian Market ~ Open Preview [ | adfsfauadfaude || studonfau.de ||:| 800% ActionWaiting ~ REQUEST OBTAIN  2024-02-12
() Market-26782588  Russian Market  Open Preview [3 | adfsfauadfaude || listsfau.de ||:| 10.00 Acion Waiting ~ REQUEST OBTAIN  2024-02-12

Records per page: | 295 v
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ISMS und Risikomanagement |§/A\\\U

Governance Risc Compliance (GRC) Tool

ISMS: Aufbau eines Risikomanagements

zentrale
Bewertung der ,
Assets
-> - = Assessments -
Schutzbedarf Ascets Einzelrisiko MaBnahme
z.B. HITS IS Audit
Y
* Risiken
* Anforderungen
« |SO 27001
* BSI Grundschutz
é
Management Review Kontrolle

Quelle: HITS IS
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ISMS und Notfallmanagement

Governance Risc Compliance (GRC) Tool

BCM: Notfallbewaltigung im GRC-Tool

Vorfall

Quelle: HITS IS

Kontinuitatsstrategie

h
v
— —

Notfallplan

Management Review
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O tional Intelli Trend E
SO%i:?arlona ntelligence Trends |_AU

Top Threat Actors 2= Germany v Top Ransomware Groups = Germany v
Name Ran Deta Name Rank Deta
hunters * Rank: 1 /\/\/
Lazarus Group % Rank: 6 / \
APT28 X Rank: 15
\ N\
SharpPanda ¥ Rank 16 Threat Actor Distribution by Geolocation
\ N
HAZY TIGER X Rank: 24
AN

Fox Kitten X Rank: 737

Intensity Level
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Threat Actors =
SOCRadar e

Actor Activity (Country) 22 Germany W R LastMonth Actor Activity (Sector) 2= Educational Service F1 LastMonth w Top Targeted Country F1 Country Based

50M
40M
30M
20M
0 O —
0 10M 20M 30m 40M 50M 60M Stone Panda  Earth Lusca Gelsemium Kimsuky LYCEUM @ ndia 95 @ Germany 91 (@ China 74 (@ Japan 68 (@ Canada 63

€]  Threat Actor Malware [ —‘] I0oC

a
s
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Threat Actors
SOCRadar
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Stone Panda

=|a

% Rank 628

= Description:

Description of Etda: menuPass is a threat group that
appears to originate from China and has been active since
approximately 2009. The group has targeted healthcare, . ..

{® Target Sectors:

Public Administration - Space & Defense - Energy & Utilities
- Chemical&Pharmaceutical Manufacturing - National
Security&International Affairs - Telecommunications -_ .

[ Target Countries:

[ﬂ Hon... ] [= Net...

][_ India ] +26

¥ Associated Malware/Software
| s uUP. || & Mm.

| 8 ow.. | [E2E

[ Related CVE's

[ cve2o. ][ cve. |

{® ATTACK IDs

[ T1560 - ][ 71059 - ][ TH02 - ] +31

Lazarus Group yay

* Rank &

:= Description:

Description of Etda: (Malwarebytes) Lazarus Group is
commonly believed to be run by the North Korean
government, motivated primarily by financial gain as a...

{® Target Sectors:

Public Administration - Space & Defense - Energy & Ultilities
- National Security&International Affairs -
Telecommunications - Electrical&Electronical Manufacturi...

M Target Countries:

[- Ban... ][. Japan ][ ol Gua... ] +19

& Associated Malware/Software

“ & win.__. ‘ | & win___. ‘ | & Wan. |

[ Related CVE's

[ cve2o. ][ cve2o.. || cve2o.

| =

{® ATTACK IDs

[ T1059 ][ T1505 - ][ TH35-

[

o

* Rank 15

:= Description:

Description of Etda: APT 28 is a threat group that has
been attributed to Russia's Main Intelligence Directorate of
the Russian General Staff by a July 2018 U.S. Departmen. ..

{® Target Sectors:

Air Transportation - Construction - Public Administration -
Educational Services - Energy & Ulilities - Automotive -
Chemical&Pharmaceutical Manufacturing - National ...

M Target Countries:

(o= Uzb... | (B spain | (=i india | (R

T Associated Malware/Software

[scP |[ #xun. || B0 |

M Related CVE’s

[ CVE-20__ ][ CVE-20 _ ][ CVE-20 _ ] +32

{® ATTACK IDs

[ T1564... ][ T1056.... ][ T1546.. ] +139




Ransomware Intelligence |§/A\\U

SOCRadar

Victims By Country R Last Month

250
200
150
100

50

Czech Republic France Germany United Kingdom  United States
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Global Trends

Educational Serices

Telecommunications

SOCRadar
Country & Sector Trends Attack Trends
Group By: Sector A Attack Type: Cyber Attack v
6000
5000
Fiance and rurance (D o
Computer Systems Desion... - (N 3000
andtecurny - QN 2000
1000
Custom Conputer Progs... (D
. . 0
Commercal Berking - (N
, £ F P PSP P S R s S P
Retail Trade (D S R A A A A
o P o U o o o P

]
[i]

100.0 200.0 300.0 400.0 500.0 &00.0

@ Cyber Attack @ Ransomware Attack
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Lieferketten Kontakte und deren Angriffe =
FAU Kontakte (SOCRadar) |n—/A/é\\\LUJ

2023-12-07 / 2024-06-04 BX i= All Companies EE] Al Attack Type v P Country (249/249) c

Gliial Attack Timeline
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. e Amazon FU"ﬁlI ment Centre L ~ 100 @ Ransomware @ Cyber Attack @ Defacement

Canada

. [ ] @ Ransomware @ Cyber Attack @ Defacement
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Intro |n; AU

Was konnen wir fur Sie tun?

lhre Fragen?

lhre Themen?
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lhre Bedurfnisse?
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Backup und mehr? |;/A%\\U

Welche
Verfugbarkeiten
sind fur Sie
notwendig?

Wie sichern Sie
lhre
Infrastruktur/Daten?

Asset
Management?

Was benotigen Sie?
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